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Haqean tackles sales of counterfeit and pirated goods

By KEVIN OKLOBZIJA

Haqean is a security startup that is in the process of 
developing an on-demand quantum entropy solution 
to address the sales of counterfeit and pirated items to 
combat fraud and infringement issues. In 2018 counter-
feiting was the largest criminal enterprise in the world, 
with sales of counterfeit and pirated goods totaling $1.7 
trillion per year. The crisis has major consequences; rep-
utable companies were projected to lose 5.4 million jobs 
by 2020.

Based in Bangalore, India, Haqean is one of 10 finalist 
companies with optics, imaging and photonics-enabled 
technologies working inside the Luminate NY accelera-
tor. The $25 million accelerator program, which is fund-
ed by the Finger Lakes Forward Upstate Revitalization 
Initiative and administered by NextCorps, provides each 
finalist with an immediate investment of $100,000 and 
months of support to speed the commercialization of 
their technologies and businesses. On Demo Day in Sep-
tember, they will compete for up to $2 million in follow-on 
funding.

“Quantum technologies have many promising applica-
tions, with those in cybersecurity predicted to be avail-
able first,” said Sujatha Ramanujan, managing director of 
Luminate. “Haqean’s mission to address theft on a global 
level is rooted in a novel approach that could have a sig-
nificant impact on our trade system.”

Random numbers are the basis of information security 
and are essential to encryption, but if a third party can 
reproduce the randomness used, they can reproduce the 
keys and crack the encryption. Haqean’s mission is to 
protect classified data with enhanced security, deliver-
ing seamless encryption of data using a single photon 
source based technology. This gives them an upper hand 
in generating truly random numbers using quantum phys-
ics with virtually no bias.

Haqean’s technology assigns random numbers that 
are hard to crack to brand and trademark properties, and 
quantum entropy can help identify real and fake items 
as well as provide end-to-end visibility throughout the 
supply chain process to ensure quality. Hanaan Hashim, 
CEO of Haqean, explains how her security startup can 
help manufacturers and brand/trademark owners elimi-
nate counterfeit products. How did you and your team 
develop the concept for your product?

Hanaan Hashim: Before Haqean, I was working with 

a startup company that was focused on security solu-
tions. Most security systems today rely on generators to 
produce random, unpredictable numbers to encrypt in-
formation. This encryption enhances security by making 
it difficult for an adversary to decipher data or messag-
es. During this work, it became evident that these types 
of generators have imperfections: They can experience 
accidental failures, component aging, and fall prey to ex-
plicit tampering. However, I learned that you could get 
around these issues by leveraging the unusual laws of 
quantum physics to create a provably secure, random 
number generator.

Our co-founder and chief technology officer Moha-
mad Farhanuddin Firaq validated that many fraud and 
infringement issues can be solved using this technology. 
After doing our own customer discovery, we decided to 
go beyond simply providing an encryption “engine” that 
uses our proprietary quantum random-number genera-
tion tool to provide a total industry solution — from man-
ufacturing through purchase. Thus we came up with the 
concept of an anti-counterfeiting system using “quantum 
entropy.”

What drew your team to QRNG based anti-coun-
terfeiting?

HH: The dangers of buying counterfeit products aren’t 
always obvious. There are economic impacts, legal im-
plications, and health and safety risks. Counterfeit goods 
are expected to drain trillions of dollars from the global 
economy and put millions of jobs at risk in the process. 
The World Health Organization (WHO) estimates reve-
nues from fake medicines alone are $200 billion world-
wide. Digital assets can be encrypted; however, it is not 
possible to encrypt a physical asset. Because of this, a 
user cannot identify or authenticate if the product they 
are purchasing is real or fake. The absence of technol-
ogy that could help manufacturers to encrypt their prod-
ucts and help end users to identify between real and fake 
is what drew us to develop a Quantum Random Number 
Generator (QRNG) anti-counterfeiting solution.

Can you explain anti-counterfeiting/quantum en-
tropy in layman’s terms?

HH: Suppose you have signed up for a mail account 
and the prompt asks you to select and enter a password. 
Rather than setting up an easily guessable password, 
like a name or number “string,” such as 123, you can re-
quest/demand a QRNG. This would generate a random 
sequence of strings. Since this random sequence is gen-

erated from a source which is known for its unpredictabil-
ity, you have a strong password key for your mail account 
that’s nearly impossible to crack. Currently we are using 
this technique to encrypt physical assets to help both 
manufacturers and consumers avoid counterfeits.

How long have you been working on on-demand 
quantum entropy?

HH: While quantum technology is by no means new, 
its application potential has been expanding rapidly, with 
many advancements being introduced in the last five 
years. These include quantum sensing to make GPS 
systems more secure, quantum computing in research to 
make information more accessible and faster and quan-
tum communications to provide an internet that is more 
reliable and secure.

I have been working on on-demand quantum entropy 
for four years, and Firaq has been focused in this area for 
nearly two years. Before that, he helped invent a number 
of technology “firsts,” including PayEasy — a seamless 
solution that enables people to make payments in places 
with low or no internet connectivity — and an affordable 
Braille learning kit.

Who is the target audience for your product?

HH: Our primary target audience includes Original 
Equipment Manufacturers (OEMs) that want to secure 
their supply chain. This will help ensure that the elements 
they put into their products are of the right quality. Our 
stand-alone QRNG device can also be used in the IT and 
banking industries for high-level security.

What made you look to Rochester to further your 
product?

HH: Rochester is dubbed as the mecca of optics. This 
city has connections to the global OPI ecosystem, along 
with venture capitalists and other investors interested 
in these technologies. We also see universities like the 
Rochester Institute of Technology as an excellent source 
for talent to support our long-term growth.

This area is also a place where we can receive field 
guidance from various thought leaders and industry ex-
perts in a range of critical areas, including manufactur-
ing, commercialization and pricing that can dramatically 
increase our momentum in scaling the business.

Tell us about your experience being in Luminate.

HH: Sessions at Luminate are incredibly impactful and 
have helped us refine our offering. We are now using a 
combination of digital and traditional consumer marketing 
research to define our target customers, understand their 
personas, segment them and identify the go-to-market 
strategies we should be using to reach them.

What are you hoping to achieve during your time 
in Luminate?

HH: Luminate has been a great opportunity for us. Be-
fore coming here we only had a prototype of the prod-
uct. Since then, we have been building a market-viable 
product. Even with the COVID pandemic we have been 
able to take advantage of the program and leverage its 
continued workshops and other training to help move our 
company forward.

If Haqean wins, what do you plan to do with the $1 
million in follow-on funding?

HH: Funds will be used for the next 18 months to com-
plete and launch a production-level product, expand the 
team in Rochester, and increase sales leads and brand 
awareness. We are also looking to add integration part-
ners to help expand our offering.
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